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m m m 

[0001] &&wi-z. ^mMi^AN^^f£^<D^m^^%nm^T^±^^>x^^ 

[0002] <&*kmfrb$mm^(Di&WlKi5\' , ir^Tftafg SSSr^-rSfci?) WPsec 
&^IETFf;Lj;^?|iKfc£;ft,T^.5o IPv6-Cfi, r<DIPsec^W^^— hi--5^<b 

^^ 5 ^ft<D^^DHCP (Dynamic Host Configuration Protocol) ftilCj^fW^T 

[0003] ^Ofctf), ^^}^^$^fcIPsech^/V^5t^^fc^^^y^y— 

-rm, ^Hj^fe-COIPTK^^giE^J^feSi^M^fcs^Kj, &tt&tHfflMc&1B 
(DlPTK^^ffi v ^fcIPsec«i^Srll^S-rs^i^g|||i:^5^^. >HV^— KtcJt 

sech>'^l>©fl([i:ASj^fit<C5fc«), IPsec^-— if ID (iSAKAMPID^fn— K) sftS 

o 

[0004] IPsecm, IPsech^/W^iEi-SK^^fcV^T+aS^liE^tTPfcftO^ 
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[0005] z.n&x, iPsec(Dmm^m\<^^M&iiw&m&W)mzmiti-fz>tc$>(D-7uh=i 

/VhXJX^ IETF(lnternet Engineering Task Force) V ^TPIC (Pre-IKE 
Credential Provisioning Protocol) dSH^&fVCV >6 (##fFJti)tl#^)o 
[0006] PlCte, IPsec-CtflJffi &tlX\ ^ISAKMP (Internet Security Association and 

Key Management Protocol) ^m^^X^mMm^mMtmm.^—^t<DmiZ.^^: 

^#fF:£ifcfcl : "PIC, A Pre-IKE Credential Provisioning Protocol" % 
draft-ietf-ipsra-pic-06.txt, 

http:/ / www.ietf.org/internet-drafts/draft-ietf-ipsra-pic-06.txt 

[0007] ^mmm^Mmm^mMmLAN^^^t'(D^m^^x^ 

3r~Tfciifii&, HP^IPsech^^flftit-r^r^^^^^tl^o 
[0008] L2)>U ^<D^tC % ^«I«tt«|S{g^m^^^^^ H ft |££|b Brfl&fc* 

mzmt-r \PsecM>^— hiz£z>ipsecm&&i)mmxhz> 0 r^c*, r 

^y^- K<DIPsec«t^^«tSh>-^/KD?i5i:dS^^^<$tL> IPsec^— iFl 

[0009] *fc, IPsecjtY^*— KO#KS«H^5 hV*/V£?ilir-f-3fc«> &gb&i(fti£ 
*^M^^tt5fe-COIPTK^dSg!E*p-Cfe^^^fc^ o La»U ^2feM*§lLANv' 
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[ooio] n>sech^*^&m&-rz>8£<Dns.mmttbi,x, ^mmmm&mtt*: 
[ooi i] MfB^M^^r-rsfcfe iPsec<Dmm^m v ^mm&mm&m&wj&Hzmif; 

^TOiJ— ^^<7>^x*iSAKMPiifBi^<z)siiz:t, ^IbM^^gt-fedr^y^ 
&OISAKMPKJ;5ifi{B &&m±LlrZ>^bizti:Z>ti#), ^M&KMXhZi)^ IP 

[0012] *5&w<DBtf)tt, ■fe^r^.y^©{£T^<r-<t^-e# > if&u^s^^su 

[0013] ^^(C#^#«jtej||igft^^^ x 4;&MbUmmb4Z&mffiLAN^*TJ* 

b&Mcffiu ffimA&m&frvxmmmmimmzfrtzM^mmmbiPseeh^* 

/^ai-b^»jM^*^®iOPfl^IPsech^^/V^^UTMie#l(lMi^^* 
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[0014] aWMBlcJtfttf, i?^y^Oi£T£B£<r^3^1|g^&«9, ^-if&tffjgig^) 

[0015] m i]*&w<D— mm<Dmm\z.&z&W}mmmmiyxTJ*<DMf$.&&-rm 

[ooi63 uT.*mm<Dmn<DMm\z^xmm$:&mvxmmiz.mm-}-Zo 

xm%t<D&nmm$&3imm nod mwm^zfrxi ^) & jm»lt v ^ 0 
[0017] iBm$mm#mmwio5tt* nLwtmio2izmm^tLtdm^mmmio4t^mi 
oi^LxiPsecb^/v^m^m^xis^^mumm^mmmiost^mm 
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sech^^w, &mmmi&3zmw. 1 1 o©&^iiLAN^r ^ 103— o^<d* 

[0018] gSHa8SE1hw<i08B:, ^ib^HJffi^^Ml 10O^**e»LAN107^OS8K» 
[0019] 02}*, ^lilMO— ^©^fi8t^^i!j«l^^^«110<D«|fig^-r^ciy 

^ig-cfe^o B3W\ ^w^-Hife^^^s^^i^^^mio5(D^ 
[0020] ia2^-r«t9tc, #*jMDi«*^iiofi, BBE*aaiaj2oi, rKu^a*n«u2o 

2, TKV-*&#SB203, IPsec*^TSi$l#S|S204, IPsecli>£!&gB205, MIP*^T«t 
Ifc#^206&tfMIP^i&207£B r #LTV^ o jfcfc, ^ftttiim^gllOfi, 

[0021] H3tC79%-*M:5lz:, ^^KJHfpiftSiBlOSHu TKV-^#SC301, IPsec*^TSi 
H#§B302JttnPsec«i^^|fP303§r ; B f iibTV^ o M-^TJ:?^ mffiMmV 
— ^lOSte, ^ttE*n.Slg|S401, TKl^ii*Pg|5402, TK^^#$P403, IPsec*^ 

^ia^^g^^40425.T^MIP*#iiiB^^^fIJ405^J f ^iu-cv^^ o 05^i-j:5{-, 

[0022] ^^iiiLANv'^ io3iz&&-tz>&W}mm&3imMi lotmmm 10 
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[oo23] &mmm%&j£mmi ioi>^mmmLAN^TJ>.io3(Dmm mm^^^r^ 

/^lOS^mtiE^amol^^M^^fB-r^o <k^j|&LAN^X^103 
^gc^ci"-5fdi?)0^ p nh=i/VtLT^ IEEE (the Institute of Electrical and 
Electronics Engineers) XM.fe£tlX\t >5802. lxftif &mf btlZ> 0 

[0024] j^r. ^©i^fcfe, so2.\x*m\<^w&<D^\mmm~rz> 0 so2.ixo# 

P (Extensible Authentication Protocol) zfnY^/Vt^^^^fVb 0 ^fc. Mft&LANT 
f-tXtf^hlOte&ftimmy— '<108k<DmXtZ, RADIUS (Remote 
Authentication Dial In User Service) ^dh^/W^^f^jgffl^tb^o ^IftLANT^-fe^ 

^vM09ti\ ttifBM^o^ph^/v^^i^-rs^yy^tg w-r-So 
[0025] mmmmv—^io8(Dmmmm^4om. **m^ ^mmmt^^mmiiocDm 
u&mm2oifrbmm£frx<zmmmik<nmm&ft% ^mmi*. eap-mds 

, EAP-TLS, EAP-LEAPXf*PEAP^V ^otcffi* <DMMJf^:£.'9?f£>tlZ> 0 

xnwLw<Dffim<Dtc£>, EAP-TLs&mmvtim&<D^m&®.w-tz> 0 eap-tl 
[0026] *fc, mm?., ®mmi$m3mm lotmmmmv- miosis, nM^m^x 

^Wts^bPMK (PairwiseMasterKey)$r^^-rSo ^bT^J^fiEU— ^108{£ 

nmmmMmmi lotvmvmm &*^ttrrz> 0 

[0027] r<DR#, M^LANT^ir^^^hlOQW^il^M^SOl.ttMIEififtl^^tpim-r 



WO 2005/069567 



7 



PCT/JP2005/000193 



~Tftmm&&m&£iMtz.b\z.ti:z> 0 mmm^ta^w). mhwmm^ 

[0028] ^tlt, mmm--'^m~, ^<Dm^t^t^^T^mm^m^ ^xi&m 
LANT^-fe^-r>M09^PMK^m-rs„ ^t-uu;^ &W}mm%&mmmiob 

[0029] JfcKl, ^»^iffi^gllOt^SliE^^^108i:<DP^-C***-t--5^^-^ 

i io<DTFu*mnu203^fiLM%LmiM tpMmmo5<DiPTb*\sx&mm'tz> m7 

[0030] fc*5, ^^M^— ^^108fi^^j^tp^gl05OIPTK^^*{i^Fb 
Tfe<^<b^^^^^^tl^oiRM^^im^gl05^IPTK^^^BLfc^K 

^:<D{f -l§-£^fsLfcTFl^*«*ngB202te, e#{C#J«9^T?>^cIPTK^^ 
[0031] ^^liE^-^<108^ftte«*iggllOtd5lPrK^?r^^:m-rSfc 

EAP^oh^^EAPOL^nh^/Kife^ix^ mmmmy— ^losogg 

Sfi-TSfcfe EAPT'oh^/KD^s/t- ^5M^f£EAP-IPADDRaS£f ttfe 
^T>-M09(^^|Ecp^giJ501— RADIUS^crha/K^vendorspecific^^— )VY<Dm> 
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[oo32] — ^mum^^miio(Dmm^mu2oitmBLANT^^^hio9 

*&m%a-fZtcit><Daddr7*—^yb(m9) n&M&thZ> 0 "GDEAPOL IPADDR 

[0033] ^lt, mffim.my-—s<io8<DTb*V'*m%iU402i^ ^muMi^^mmi io<di 

PTKW^^M^^^ffl05OTK^^#^301^ff-rS(|gl7^7 i 
y/ST4)„ 

[0034] ^±<7>3MHKJ:«^ ^i!)M«l4!g^gllO^?glfZ^tp^gl05«+@S<^I 
PTKi-^^#-r^i:^-e#§ 0 ^LX, 10<^IPsec«i^lf|J 
205t^^^4'ISSmi05OIPsec«i^^|fP303{i.5l#UfcIPTK^Srffi 

v xx, lPsecMi/*--b*izJ:%m&&&Mitii~rz>Zb&X%Z 0 

[0035] sbwme*— miosis, mhfsmm^mmi lokmmmm^-^iost 
(Dmx^T^^—^~^iybiz.xm^t^iritcmim v ^x, &nmm 
m^mmiiot^smsm ^mmmio5t<Dmxnt>Mip S ecb>^miLm 

5iJdE*«. ^08<a§glE*iiiigB40m, MaLANT^-fe^xK-Y 

^li^fiUfc4ffiii|LANT^-fe^^VhlO9(D^:|iEcp^la5501{* % IPsec^fff 

*^TM«iS:-t©**»ifc*i«WB5i5i6Si io<D^aE^agi52oi— i^t -rs (ia7<o 

XX^ST4) 0 . 

[0036] ^^108<^^|E^SSi5401d^^»)M^^gllO^|E 
^af|J201^IPsec*|tr#*^«i^mt-SfcJ6^,EAP7 p aM/l^<bEAPOL 

yvb^Mt&M&tiZo &ffi,mmv—/< io8<DmutstmM4oi &mi&LANT?-z 
^^>bio9(Dmm^mu5oi^iPsec^m^m^m^mm-r?>ti^i^ eap 
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ynhn/V^yt- ^^{CEAP-IPSECKEYSrfffc^^ai*^ RADI 
US^nhn/KDvendor specific^— /W<Dm&i&tLXIPsec^wi&#U$5m$:i£ 

iggl 10(D^|iE^afB201^IPsec*M**^«i^fBi-S/cft KEAPOL^n 
hnyKDSiK^^y-fe— i^^rffiV^^o ^O^F, key description^^-— 7y h<Ddescriptor 
type^IPsectbT, key^— /VK^fflV ^IPsec3|Slifr^^$i£ii£n-r5o 
[0037] ^rbT, ^^108<DIPsec*#«iiB^lfR404W;, 1 

0^i^bfcIPsec*M**M^N-<DIPsec*M**S«SS^^^^ 

^©105»IPsec*^-«i^#|fP302^m-r^ o 
[0038] jM3 % SSBcPfiElf— '<108ttfoffi%Wtm*ffimW;105^<DMm&tt, IPsech 

[0039] J2*_k(D3MEH:«fc!K ^«I^^7fc^®110t{SM^i»|tpi^gl05t«|^-<Z5 
IPsec*ttf#^MSi^*Wi-2)o ^»jM«^eilO(DIPsec«i^g|5205i: 
^S^i^tp^Sl05OIPsec«i^^303f*, **UfcIPsec*HU##Wli 
«r/HWC\ IPsec^V^-McJ;S«i^^lB^-r^„ 4K&&tt#!ififlt&Bl05a>I 
Psecfi^fP303{i, lO<DlPsecm^U2057f)^b<Dmnm 

mmm^mm 1 1 ovmm&n ^xiPsech^^m^-r z> 0 

^mmiiot^—^—^>hio6^(D^m^m^^Mip^^m^m^ 
witemffiMmmuo^mm-rzo &mmm j v--/<io8<Dmm®>mM4om. mip 

(DMIP^M^W^fi^ffLfc^illLANT^-fe^^^hlOgo^lE^i^lfBSO 
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o 

[0041] fcjfc, ^^lOS^M^a^oi^^Sjte^^giio^^liE^n. 

ADIUS7°cih=i/VCDvendor specific^— /VKCDJSMt kVXMIP^M&ftWffiffe 
[0042] ^LANT^^7K^^bl09WmiiE^^501^^ibte^^giio 

liBB^^-fe'— "^ffiV^fctUBo ^<£>Ni\ key description^*— ^^hCOdescriptor 
type&MIPiLT, key^— /l-KMVN-CMIP*M*#^g«i^ii^i$4xSo 
[0043] ^LT, S^lE^-^^108(DMIP^«igE#gU405«, #»M&*jg;*3£gl 1 

o^mmbfciviip*^r*^rs«!g«ii:i^— (OMip^m^mmsmt^mmmm^m 

igyo^-rs/^sTs)., 

[0044] Jfcfe, ^^|E^— /^108*>b*— ^VM06^Oiift{^«. IPsechV* 
i"^o ££>K. S^B»-^^108-C^i-?.MIP*:Htl*^?g«itt, g^fsiEU- 

[0045] $k±.<D^-m\^&o. &mmm<$&3imwLiiok&— ^m^noer*,. i^— omi 

P^tf**SH!g|i$r**ri-So ^»I*l^^@110(DMIP^gP207«; % MIP 
*t^^##^fflV^T^— i/^^hl06OMIP^SIfiJ602{^^bT^M/MP 
(Binding Update) £*t5o ^:/hl06OMIP&JggB602te, #lbM 
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[0046] z.<D£?i^ *Kw<D~mm<DMmK£tu*. &mmmi®^mmio&>&&mm 

^io3^<DT^±^<DmiciPsec^tti^mmtMip^m^m^m^Mm'r^ 

mnm^^iPsech^^<Dm^m^^m^m^ir^b^x^ 0 
[oo47] *mn<Dmi<nMmicmz&mmmmm^x7-2*i^ ^mbnmmb^mm 

biPsech>^/v^m^^mmm^Mmmb<DmxiPsech>^^m^xmtm 

^m%mm^mmmb.mm^mmmLAN^^^\mm^thmm^mmm^ 
^mm<Dmt^mmm^AN^^^<Dmm^mm-r^>mmmm^^<b^ mm 
^mmm^mmbmmmmmm^-^b<Dmxn^n^jkmMm^AN(Dmm 
mm^m&tp Mi-zmmLANTp-txtf^bb. ^m-r^m^u^o 
[0048] ^.(Dmm^fhii. ^mmm^^mmnumM.mm'pmmmcoiPTb'^^n 
-rz>z.b&xz, a>o % fonm.mffl*mmmn&mmM&Mmm<DiPTb*ux&%i 
&ir%zb&x$ztzfr.&mmim&Mmwb<Rmm.&M*Mmm 
PTvu^m^xiPsecM^—nzx^m^m^m^^b^x^^h. ±* 

#v > 0 */c. ^<DMm^ &nmm<&j£mmb&ffimm j 9--/<izis\, ^xmwt 
mm^m^x^m^titc^^Ttimmm^m^^xipryu^mm^^bicxy) 
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[0049] *mm<Dm2<Dmmz&z&mmm<®Mmmte, ^mtmmmt^mmmLA 

Sii-fz&nmMffiMmmx&^x, mmmmmm^-^KM^xmm^mmm^ 

&m\<^XfsiimummwtM*MmmtiPsecm&m&ft?iPsecm&&i®b, ^jyn-r 

[oo5o] rcDtptj&tditui, ^muu^mm^um^iwtm^mmu<DiPT^^'sm 
-rz^ktfxi*. a>o. mmmnm^mmmte&mmmffi^mwcDiPTFux&fr 

i&\ ?L<Dm&^£ix\^ &mmmffi^mmkmmmmy--/M£3s^xmffi 
mm^mKx^m^thtc±^Ttj:mm^%:m^^xiPTb^^mm^^t^x^ 

^<^/i-vpNm^mm^n^iPsecb^^<Dm±i^mir^mm%:mm-r^t 
&xtz> 0 
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[0051] &mm<Dn3<Dmmzmz>&WimmffiMmmte. ^mmt^mmt^mmLA 
mmm^mmtmmmmmm^~^t(DmxniyM<k^m^AN<Dmmm 

, mmiPsedHM&mmmm&m v ^xmmum%wtm ^mmmtiPsecm^^n 

[oo52] ^(nm&izxtu*. ^mMmm^mmtm.mm.nm^mmmm-'^iPsec^m 
&mm&m&%mirz>z.ktf *smx&<9, a>o, ^mmm^mm^mmm^A 
Niy^^cDmm<Dmi^iPsec^m^mm^m^mi-^t^x^t^^^ 

taw ^(omm^M. &Mmmi&j£mmtmm&mv-'<K}o^xmwi 
mm^m^xm^^tc^^T^mmm^m^^xiPsecmm^m^m^mim 
•rz^tizx*), iPseci£ffi&mm&mzmfti-zt£fr(Dtt~Tt£mmm&&tt>x 

m-rz>&fm&Mffi-rz>z.k&x$z> 0 
[0053] *mm<Dm4<nmmmz&mmmft3immn, ^mt^mmt^mmmLA 
N^>*irj>.b*Mcffiu ^m^m^L.xttim%mmKnm^rhtcm^mmmti 
psech^/^m±^mmm^Mmmt(DmxiPsech^/^m^xmm^m 
mmmMmm<Dmm^MmLAN^T^hmmumm^<Dmm^m't^ 
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[0054] rcD^u&Kitu*. &mmmi&Mmwt*-j*^-i?^btm~(DMipii£M& 

ztitz. tt^Tttmm v ^xMip^m^wm^mm -rz^t v mip 

[0055] ^ig<7)05©^#(^5^»)4«iii«^Mr4, ^mmtummt^MumLA 
psecb^/^m^^mMm^mmtiDmxiPsecb^^m^L-xmm^m 
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mx-ftoiPsecm&mzm v ^ipsec^m^mmmm^mmr ziPse C &m$mm 

im\,^Mipi£M&#m&mz&nir6Mip&#mmmi®b. mmum^mm^ 
mmm<DiPT¥^t m% eiPsec v w&mzm v ^xmmummm^mm 
w.tiPsecm*z&&ft oiPsecmtz&nt , mmAip^m^mw^m^m v ^-cmie* 

- Azn-^^h— e-^M/WP^^^ff pMIP^gBir. £ jyrr-51S£j&£^5o 
[0056] ^<D#|j^{cJ;tb«. ^»«4f§^g«iSSlfi k ^'Pi^^g^IPTK^^^# 

a>o, <R^fI^^li^g^i(j4Sieii^^@<DIPTK^^^ 
#i-^ri^^#S^cfe.^n^^^<^IPTKv^fflv^-CIPsec^^--K^cj;S|i^ 

^IPsec^M^^^^^^i-^Ci^^fg^feSfcfe^Kteill^^^g^^^ 
^^AN^^A^(^^<^^^IPsec*M**Wfii*Mtfi-^rt^-e#S„ 

£?>k. xfttf, &mmm%!&Mmmb*-j±^-i?^>hbtem-<DMip 
LAN^^M^<D^m<Dm^Mip^m^m^m^m^^t^x^ 0 z.tuz 

[0057] zbi-, z.<Dmmiz£ti\^ &mmmi®MmwkigMmmy--/<izt$\, ^x&wm 

mmm^x^m^tifc^^rfmrnm^m^^xiPTh^^tiPsec^wi^m^ 
mtMipmmmmmmm^mmi-^bicx^^a^h^m^tctb<D^^Tfj: 
mm&&&#>xm3L'rz>>j&mfrti:\ ^<-f/^vpNmmmm^isn^iPsecb 
is*su<Dmttmirzmm&Mffirz>~b&x%z> 0 
[0058] *mm<DmG<Dmmizmz><5.m%LwtM*>imwmn. ^mmtunmt^mmL 
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^mmm^mmtmtmmMm^-^t<Dmxn^M^mmAN<Dmm 

h*u*&m v ^xMm&mmM<ffiMmmkiPsecm&&&ft?iPsecm&&Mt^ 

[0059] ^(DMf&^titf. mM^mm^m^m^mmmm^mu(oiPTY'u^^M 
-tz>z.t&x%z>tctb^ *<DiPTh*ux&m v ^xiPsecM^-wzxzm&m&mte 

[0060] *mw<Dm7<DmmK&zumnmm*pimmmte. ^mmt^mmt^mmL 
iPsech>^/^m^\^mmmt^Mmmt(DmxiPsech^^m^xmm^ 

^mMmmMmmbmmmmmm^—^b<Dmxn^n^^mmLAN(Dmm. 
mmmm^m-r^MmLANT^^^hb. ^Mcm-r^mmmmm^T 
^K^^mfmm^mmmx^x.mmmmMm^-^ib^mtmmmm 
mMmmb(of^xnoiPsecm^mm\^m^mwm^m-r^iPsechm 
msmnb. mm^m&mwmm&m^ ^xmm^mmmmmmmbiPsecm^ 
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coo6i] ^(Dmm^na, ^mmm^mmt^m%mm^mmmt}tm-(Dip S ec^ 

AN^fA^©»I t-iPsec*flfl*W m^m^m-r Z>Z.bfrX$Z>fz.bb 

mm-rz>z.t&xzz> 0 

[oo62] ^mm<Dm8<Dmm\-^um%mm^mmmny^mt%nmt^mmmi^ . 
lPsecb^^miLv^mMm^^mmtiDmxiPsech^^m^xmm^ 

&mmM<&^mwk<Dmxn?iPse C m$imz.m v ^^m^mm^m^m-r^i 
psec&mm&niRk, mm^mmm^mm^iprvi-^tmm^m^mm^m 
zm^xMm&mmmffi*mmkiPse C m&&&ft?iPsecm&&uk. srjyrrs 

ioo63] ^.(Dmm^n^ fommmffl*mmmmmmm<ffi^mm<DiPTvi'X&mn 

mtnm~(DiPseci£m&mm&m&%in'tz>zk& *smx&v^ a>o x 
^mm<D^mmi^AN^T^(Dmu(Dm^iPsec^m^mm^m^m^ 



WO 2005/069567 



18 



PCT/JP2005/000193 



[0064] *&m<Dm9<Dmm\z&zmffimmy-~'<n, ^matmstrnt^mmj^ 

[oo65] z.<Dmmcxn\-£. mmmmmMmmnB.m^mm'pmmm^iPTb^^nLn 

mmmm^m^m±^titc±^Tfj:mm^m^xiPT^u^mmir^t 
^/^/wPNmmMMiz&ftziPsecb^/wm&^i-zmffl&mffi^ 
[0066] *mw<Dmo<Dmmimzmmmm~9--/*n. ^mtu^mt^mmmLAN 
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[0067] r<D#u&[£j;*u;f, ^mmm^mntummm^mmm.tn.n-(oiPsec^ 

&&#>xm±'t-z>!&mi>v& ^tc#>, ^/^/wpNmffimmz&vziPsech^si' 
<DmiLt^-tz > mm&nm-rz>z.b&x%z> 0 
[oo68] ^m<Dmn<Dmm^^mmmm^—^^ ^mt^mmt^mmLAN 
^xTA.t&Mcmu ffimtemmzfr^xmmmmfcmmtstitm ^mmmtip 

tmmmfmmm^^<b(Dmx^ft^M^mmLAN<Dm^mm^m^m^ 
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[0069] ^>«/&fcj;*uif , &nmmffi^mmk*-j*^-i?^bknm~<DMipi£M& 
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